
SECTION C – PERFORMANCE WORK STATEMENT 

Our technical approach is built on our team’s capabilities, cybersecurity and risk management 
Subject Matter Specialists, experience helping transition other agencies and building cyber-
aware cultures, and proven accelerators (e.g. robust RMF, Integrated Assessment Framework, 
etc.). Figure 2.1-1 illustrates how our approach enables the achievement of Performance Work 
Statement (PWS) and agency goals and desired program outcomes. 

 

In Figure 2.1-2 on the next page, Team AT&T highlights our Phase II overview and provides a 
list of deliverables. 

2.1  Goal 1: Proactive Audit Remediation & Management [2.1] 
OCIO’s audit landscape is nuanced and complex as there are at times 15+ audits and evaluations 
conducted simultaneously by GAO and the OIG throughout the year, and over 220 open OCIO 
recommendations that date as early as 2013. 
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The Team’s revamped Audit Management Program and resulting outputs will allow for more 
positive Congressional hearings, which can lead to increase in OCIO budget and programmatic 
support. Additionally, the program will support HUD with meeting regulations and obligatory 
requirements, consequently reducing risk for the department. 
Tiger Team Approach: The Team will bring to HUD an agile tiger team concept that aligns 
Subject Matter Advisors (SMAs) by units: each tiger team consists of two SMAs for three 
months  Per OCIO’s approval, 
we will deploy the appropriate number of tiger teams based on the complexity, priority, and level 
of effort required to remediate the root cause of audit recommendations and risks (see figure 
2.2.1-2 on the next page for the tiger team deployment strategy and example deployments). Tiger 
teams will collaborate with HUD to document remediation strategies and develop process 
documents to implement solutions compliant with HUD governance and standards (e.g., 
Configuration Change Management Board, Server / Database Access Request process).  
Through validation of root cause, tiger teams will verify the appropriate path forward, develop 
POA&Ms to address the underlying risks, prepare evidence requests for closure, and support 
instantiation of sustainable programs. The Team will conduct periodic check points throughout 
the three-month deployment to track progress, address roadblocks, and forecast additional tiger 
team support.  

Dependent on the complexity and priority of audit findings and root causes, HUD will be able to 
request additional teams from the catalog to support or have the existing on the ground team be 
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Ultimately, the Team’s Audit Management Methodology will enable proactive stakeholder 
engagement, increase productivity and accountability, provide visibility into audit activities and 
status, reduce audit recommendations, and implement sustainable programs. 

2.1.4 Objective 1.4: Update Cyber Program Roadmap [2.1.4] 
We will provide updates to HUD’s existing Cyber Program Roadmap as outlined in Objective 
4.5: Update Cyber Program Roadmap. Below is a figure of our goal 1 proactive audit 
remediation and management schedule, deliverables, and a table of performance results. 

Figure 2.2.4-1 Goal 1: Proactive Audit Remediation and Management 
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2.3 Goal 3: Security Operations Center (SOC) Deployment Plan & Operating Model 
[2.3] 
The AT&T Team offers HUD a security operations solution that meets Federal Government 
FISMA Standards, within a hardened facility, and leverages 50 years of experience delivering 
security operations for Federal and commercial customers. The Team will provide HUD with a 
mature detection and response capability designed to mitigate against threats that put HUD’s 
most critical assets at risk. We will accomplish this by providing a high-performing team, 
executing process discipline, and optimizing the use of security technologies. 
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2.3.3 Objective 3.3: Data Loss Protection (DLP) [2.3.3] 
The AT&T Team will implement a DLP solution that protects all HUD sensitive data against 
unauthorized access, use, sharing, or other egress leveraging incremental and iterative approach 
by focusing on data-in-motion and personally identifiable information within the base period. 
This DLP solution, including installation and continued maintenance / support, will be provided 
as part of the managed security service offering provided by AT&T. To accomplish this, the 
Team will: 

2.3.4 Objective 3.4: Update Cyber Program Roadmap [2.3.4] 
We will provide updates to HUD’s existing Cyber Program Roadmap as outlined in Objective 
4.5: Update Cyber Program Roadmap. Below is a figure showing our SOC deployment and 
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operation model schedule and deliverables and a table outlining our measures of performance 
and success. 
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2.4 Goal 4: Cyber Strategy and Innovation [2.4] 
To advance HUD’s cyber maturity and formalize the cyber program, OCIO must have a focused 
strategy, facilitate awareness and innovation, and execute activities in accordance with the OCIO 
Cyber Roadmap. The Team will develop an end-to-end strategy that establishes a strong 
foundation for strengthening HUD’s reputation as a business enabler, identifies high-risk data 
elements, and develop a plan for securing them. 

2.4.1 Objective 4.1: Cyber Strategy [2.4.1] 
An important component of our strategy implementation is defining an organization’s ideal state 
of operation and performance, using it as a guide to set goals, identify priorities, and mitigate 
roadblocks to advance maturity. 
We will develop a Cyber Vision and Mission Statement as the foundation for HUD OCIO’s 
overarching strategy by designing and executing a series of ideation workshops with select 
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2.4.3 Objective 4.3: Training & Awareness Plan [2.4.3] 
An essential element of cyber transformation involves stakeholders to operationalize 
programmatic changes into day-to-day activities. The Team will train HUD stakeholders and 
establish clear and regular communications, elevating the department’s understanding of cyber 
best practices, policies, and procedures. We will: 

We will also develop specialized security trainings by creating specific roles, or “cyber 
personas” that reflect the segments of the workforce and outline the specific cyber risks 
associated with each role. The personas will serve as the basis for the specialized security 
trainings. The sample personas outlined in figure 2.5.3-1 below are based on our experience 
delivering a role-based approach to cybersecurity awareness and training with other federal 
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2.4.4 Objective 4.4: Dashboard & Reporting [2.4.4] 
HUD needs an overarching reporting capability containing contextualized metrics that inform, 
educate, and enable stakeholders to make decisions. We will develop a Cyber Dashboard that 
tracks program implementation and risks. We will follow our design, implement, and operate 
methodology, described in figure 2.5.4-1 to develop the cyber dashboard and establish a 
programmatic reporting capability that: 

Figure 2.5.4-1 Cyber Risk Dashboard & Reporting 

A reliable reporting capability will enable HUD to measure progress against various information 
security goals as the organization undergoes widespread IT modernization and program 
enhancements. 

2.4.5 Objective 4.5: Update Cyber Program Roadmap [2.4.5] 
We will work closely with all Cyber Program work streams to collect, organize, and update data 
gathered in Year One to strengthen HUD’s current cybersecurity posture and enable HUD to 
achieve a comprehensive Cyber Program. Below is a figure showing our cyber strategy and 
innovation and a table highlighting our measure of performance and success. 
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2.6.3 Objective 5.3: Update Cyber Program Roadmap [2.3.4] 
We will provide updates to HUD’s existing Cyber Program Roadmap as outlined in Objective 
4.5: Update Cyber Program Roadmap. Below is a figure of our goal 5 schedule and deliverables 
and a table of our measure of performance and success. 

Figure 2.6.3-1 Goal 5: Schedule and Deliverables 
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2.6 Goal 6: Independent Verification and Validation [2.6] 
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2.6.1 Objective 6.1: Develop an IV&V Program Strategic Plan 

2.6.2 Objective 6.2: Update Cyber Program Roadmap 
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2.7 Service Enabling Devices (SEDS) [2.7] 
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